
 

 

 

 

 

 

 

SYNO

This do

 
 
 
 
 
 
 
 
 
 
 
 
 

Publ

This doc
 
Publishe
PJ Tech
www.pjt
 
Copyrig
 
Authoriz
 
 
 
Goverla
parties a
 
THE SPE
STATEME
ANY KIND
 

 
 
 

OPSIS 

ocument pro

ication In

cument was wr

ed by 
hnologies, Inc. 
tec.com 

ght © 2012 PJ T

zed for redistrib

an® is a registe
and such trade

CIFICATIONS AND
ENTS, INFORMAT
D, EXPRESSED O

A
G

ovides an arc

nformatio

ritten by Pasca

Technologies, 

bution. 

ered trademark
emarks and ser

D INFORMATION R
ION, AND RECOM
R IMPLIED.  

 

Architec
Goverlan

chitectural a

on 

al Bergeot, Chie

Inc. 

k of PJ Technol
rvice marks are

REGARDING THE
MMENDATIONS IN

ctural &
n Central

and impleme

ef Software Arc

logies, Inc. This
e the property o

 PRODUCTS AND
 THIS PUBLICATIO

& Imple
l Server 

entation ove

chitect of PJ Te

s publication m
of their respect

D SERVICES IN TH
ON ARE BELIEVE

ementa
1.3 

rview of the 

echnologies, In

may contain the
tive owners. 

HIS PUBLICATION
D TO BE ACCURA

ation O

 Goverlan Ce

nc. 

e trademarks a

 ARE SUBJECT TO
ATE BUT ARE PRE

Overvie

entral Serve

nd service mar

O CHANGE WITHO
ESENTED WITHO

w 

r v1.3. 

rks of third 

OUT NOTICE. ALL
UT WARRANTY O

L 
OF  



©	2012	PJ	Technologies,	Inc.	www.pjtec.com	 Page	2	
 
 

 

 

Contents	
 

SYNOPSIS ...................................................................................................................................................................................... 1 

Publication Information ............................................................................................................................................................... 1 

Purpose of the Goverlan Central Server ...................................................................................................................................... 3 

Default System Architecture without the Goverlan Central Server ............................................................................................. 3 

Settings Distribution ................................................................................................................................................................. 3 

Auditing .................................................................................................................................................................................... 4 

Systems Architecture using the Goverlan Central Server ............................................................................................................ 4 

Settings Distribution ................................................................................................................................................................. 4 

Settings Locked Mode .......................................................................................................................................................... 5 

Auditing .................................................................................................................................................................................... 6 

Implementation & Process Flow of the Goverlan Central Server ................................................................................................ 6 

Implementation & Registration ................................................................................................................................................ 6 

Goverlan Central Server Implementation – Single Zone ...................................................................................................... 7 

Goverlan Central Server Implementation – Multiple AD Sites ............................................................................................ 7 

Best Implementation Practice ...................................................................................................................................................... 8 

If the Goverlan Central Server is not implemented, no Goverlan DNS SRV record should exist ............................................. 8 

Use a Group Policy Object as a Fail‐Over ................................................................................................................................. 8 

Use the Client Settings Tester Utility ....................................................................................................................................... 8 

References .................................................................................................................................................................................... 8 

 

   



©	201
 
 

Purp

The pu
auditin
softwar

The Go
central 

Defa

This se
- where

 

Settin

The Go
machin
on the 

In the d
or by c
default

 
 
 

 

2	PJ	Technol

pose of t

urpose of the
g pertaining 
re products (c

overlan Centra
control over 

ault Syst

ction describ
e the Goverla

gs Distribut

overlan Solutio
nes. It also inc
client machin

default Gove
configuring a
t settings valu

logies,	Inc.	w

the Gov

e Goverlan C
to the Gove

collectively th

al Server mus
the behavior 

tem Arc

es the proces
n Central Serv

tion 

on offers a la
cludes text cu
ne. 

rlan Solution 
n Active Dire

ue is used. 

 

www.pjtec.com

verlan Ce

Central Server
rlan Remote 
e “Goverlan S

st be impleme
of a solution

hitectur

ss flow of the 
ver is not imp

rge set of Un
ustomization 

implementat
ectory Group 

m	

entral Se

r is to centra
Administratio

Solution”).  

ented within y
 as well as its 

re witho

Goverlan Sol
plemented. 

iversal Setting
settings whic

tion, the Univ
Policy Objec

erver 

ally manage 
on, Goverlan 

your infrastru
auditing. 

ut the G

lution setting

gs which are 
ch allows for 

versal Settings
t (“GPO”). If 

and globally
Remote Con

ucture if string

Goverlan

gs distribution

used to contr
the customiz

s are controll
no GPO or re

y control bot
ntrol, WMIX a

gent corporat

n Centra

n as well as au

rol the behav
zation or tran

led either via 
egistry modif

th settings d
and Goverlan

te security po

l Server

uditing in its 

vior of the sol
slation of the

direct registr
fications are p

Page

istribution an
n Client Agen

olicies require

default conte

ution across a
e user interfac

ry modificatio
performed, th

 

	3	

nd 
nts 

e a 

ext 

all 
ce 

on 
he 



©	201
 
 

Auditi

In the a
notifica
log as w
still dis

Syst

Settin

A Grou
with lo
against

In orde
implem
process
cannot

2	PJ	Technol

ing 

ad hoc implem
ations can be
well as in a p
tributed acro

tem Arch

gs Distribut

up Policy Obje
ocal administr
t company po

er to central
mented. Once
sed via the G
t tamper with 

logies,	Inc.	w

mentation, ev
e configured s
roprietary log
ss all client m

hitecture

tion 

ect is a good 
rative privileg
olicies. 

ly manage a
e the Goverla
Goverlan Cen
these setting

www.pjtec.com

very remote c
such as Email
g in the regist

machines. 

e using t

way to centr
ges can manu

nd control t
n Central Ser

ntral Server, b
gs unless they

m	

control event 
l Notifications
try. Even thou

the Gov

rally manage 
ually change t

he Goverlan 
rver is config
bypassing loc
 have direct a

registers an a
s). The audit 
ugh the propr

verlan Ce

the settings o
these setting

Universal Se
gured and reg
cally configur
access to the G

audit entry on
data is regist
rietary logs ca

entral Se

of a solution;
s and change

ettings secure
gistered, the 
red policy se
Goverlan Cen

n the machine
tered in both
an be queried

erver 

; however, it i
e the behavio

ely, a Goverl
provisioning

ettings. A loc
ntral Server in

e being acces
 the local Eve
d remotely, th

 

is not a secur
or of the Gov

an Central S
 of all Unive
al or domain
terface. 

 

Page

ssed (addition
ent Applicatio
he audit data 

re one. Anyon
verlan Solutio

Server must b
rsal Settings 

n administrat

	4	

nal 
on 
is 

ne 
on 

be 
is 
or 



©	201
 
 

The Se
setting
value a

Condit
worksta

Setting
In the e
Mode.  

Under 
secure 

If a set
they we

2	PJ	Technol

ttings Distrib
’s value can b

as defined in t

ional values 
ation, based o

gs Locked Mo
event that the

Locked Mode
value.  

tting doesn’t 
ere not enfor

logies,	Inc.	w

ution feature
be configured
the GPO acce

are useful in
on an IP rang

ode 
e Goverlan Ce

e, universal s

represent a s
ced by the se

www.pjtec.com

e of the Gove
d to a specific
ssible on the 

n order to co
e or domain g

entral Server i

ettings which

security threa
erver. 

m	

erlan Central S
c value for all 
server. 

onfigure diffe
group). 

s advertised i

h have a secu

t, it doesn’t h

Server allows 
machines, a 

erent behavio

in DNS but is 

urity risk asso

have a Locked

 you to confi
conditional v

ors based on 

 unreachable,

ociated with t

d Mode defin

igure some o
value based o

the machine

, the Goverlan

them are auto

ned value. Su

or all Universa
n machine sc

e’s type (e.g.

n Solution en

omatically se

ch settings a

Page

al Settings. Th
copes, or to th

: server versu

ters the Locke

t to their mo

re treated as

	5	

he 
he 

us 

ed 

ost 

if 



©	201
 
 

Auditi

In addi
securel
existing

 

Imp

Implem

The Go
installe
configu

Once t
Service

 

In an A
AD Site

2	PJ	Technol

ing 

tion to centra
ly audit all Go
g distributed 

lementa

mentation &

overlan Centra
ed on a stand
ure its feature

the server is 
e Location Rec

Active Directo
e Zones, allow

logies,	Inc.	w

ally and secur
overlan remo
audit system 

ation & 

& Registrat

al Server mus
ard Windows

es, start or sto

installed, con
cord (SRV).   

ry environme
wing for multi

www.pjtec.com

rely managing
te control ses
but runs in p

Process 

tion 

t be installed 
s XP or later o
op the server, 

nfigured and 

nt, multiple G
ple Goverlan 

m	

g settings dis
ssion events a
arallel.  

Flow of

on a Window
operating syst
and monitor 

started, it m

Goverlan DNS
Central Serve

tribution, the
as well as Wi

f the Gov

ws 2003 or lat
tem). Once in
server activity

ust be discov

S SRV records 
ers to be used

e Goverlan Ce
ndows logon

verlan C

ter server (No
nstalled, you c
y. 

vered across 

can be create
d. 

entral Server c
n events. This 

Central S

ote: For a pilo
can access th

all machines

ed at the roo

can be used t
feature does

Server 

ot run, the ser
e server cont

s. This is don

t of the AD Z

Page

to centrally an
sn’t replace th

 

ver can also b
trol interface 

e using a DN

Zone and with

	6	

nd 
he 

be 
to 

NS 

in 



©	201
 
 

Goverl
In the 
single G

 

Goverl
In larg
Goverla

Note: T

2	PJ	Technol

lan Central S
simplest conf
Goverlan Cen

lan Central S
er environme
an Central Se

The Goverlan 

logies,	Inc.	w

erver Implem
figuration, a s
tral Server or 

erver Implem
ents, a DNS 
rver.  

Central Serve

www.pjtec.com

mentation – S
single DNS S
multiple Gov

mentation – M
SRV record c

er doesn’t pro

m	

Single Zone
RV record is 

verlan Central

Multiple AD 
can be create

ovide replicati

created in th
 Servers for lo

Sites  
ed within eac

on services so

he primary DN
oad balancing

ch AD Site D

o each server 

NS zone. This
g. 

DNS Zones, e

must be con

s SRV record 

 

each pointing

figured indivi

Page

can point to

 to a differe

idually. 

	7	

a 

nt 



©	2012	PJ	Technologies,	Inc.	www.pjtec.com	 Page	8	
 
 

Best Implementation Practice 

If the Goverlan Central Server is not implemented, no Goverlan DNS SRV record should exist 

The primary purpose of the Goverlan Central Server is to secure settings distribution and auditing. As soon as a DNS Service 
Location Record advertises that a Goverlan Central Server is present, it will affect the behavior of the Goverlan solution.  

One such behavioral change occurs if the SRV exists and the Goverlan Central Server is not implemented or turned off. The 
Goverlan Solution knows that a server is present but cannot reach it to retrieve security directives. As a consequence, the 
Goverlan Solution enters the Locked Mode. If Goverlan is in Locked Mode, it will simply apply the most secure value for its 
settings. For instance, a client machine automatically locks the desktop session before and after a remote control session. 

Note: If a setting doesn’t represent a security threat, it doesn’t have a Locked Mode defined value. In Locked Mode, such 
settings are treated as if they were not enforced by the server. 

Therefore, if the Goverlan Central Server is removed from the infrastructure, the DNS SRV records must be removed as 
well. 

Use a Group Policy Object as a Fail-Over  

In the event the Goverlan Central Server becomes unreachable, implementing a GPO which has a set of default settings can 
be used as a fail-over system. 

Use the Client Settings Tester Utility   

The Goverlan Central Server comes with a Client Settings Tester Utility which can be used for advanced monitoring and 
troubleshooting of a client's connection to the central server. This utility shows you detailed information about the Goverlan 
Central Servers detected through DNS and the status of each connection to the primary server. It also shows the resulting 
Universal Settings value and the state resulting from the current environment. 
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