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Best Implementation Practice 

If the Goverlan Central Server is not implemented, no Goverlan DNS SRV record should exist 

The primary purpose of the Goverlan Central Server is to secure settings distribution and auditing. As soon as a DNS Service 
Location Record advertises that a Goverlan Central Server is present, it will affect the behavior of the Goverlan solution.  

One such behavioral change occurs if the SRV exists and the Goverlan Central Server is not implemented or turned off. The 
Goverlan Solution knows that a server is present but cannot reach it to retrieve security directives. As a consequence, the 
Goverlan Solution enters the Locked Mode. If Goverlan is in Locked Mode, it will simply apply the most secure value for its 
settings. For instance, a client machine automatically locks the desktop session before and after a remote control session. 

Note: If a setting doesn’t represent a security threat, it doesn’t have a Locked Mode defined value. In Locked Mode, such 
settings are treated as if they were not enforced by the server. 

Therefore, if the Goverlan Central Server is removed from the infrastructure, the DNS SRV records must be removed as 
well. 

Use a Group Policy Object as a Fail-Over  

In the event the Goverlan Central Server becomes unreachable, implementing a GPO which has a set of default settings can 
be used as a fail-over system. 

Use the Client Settings Tester Utility   

The Goverlan Central Server comes with a Client Settings Tester Utility which can be used for advanced monitoring and 
troubleshooting of a client's connection to the central server. This utility shows you detailed information about the Goverlan 
Central Servers detected through DNS and the status of each connection to the primary server. It also shows the resulting 
Universal Settings value and the state resulting from the current environment. 
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